


























DOT Order 1640.4E

(b) provide classified information security support services for OST and for those
DOT components that have not been delegated their own information security management
authority;

(¢) provide active oversight™ and continuing security education and awareness
programs to ensure effective implementation of security policies and requirements;

(d) authorize exceptions to DOT classification management policies and procedures
when doing so meets an urgent management need, 1s consistent with the interests of
national security, does not infringe on the rights of any individual, and does not conflict
with authority reserved to either the Secretary or the Assistant Secretary for
Administration;

(e) relay to DOT components requests and requirements as they are received from
ISOO and respond to ISOO with consolidated reports for DOT; and

() provide liaison with other Federal Government agencies as needed on classification
management matters and represent DOT on committees and working groups within and
outside the Federal Government regarding classified information security management.

5. Security Officers and Security Points of Contacts (excluding FAA) shall:

(a) serve as a liaison between their components and M-40 regarding all matters
relating to classification and the protection of classified information;

(b) assist in establishing and maintaining visit control procedures for situations in
which visitors to their component are authorized access to classified information;

(c) serve as their component’s focal point for the reporting of possible security
violations, compromises, or other threats to the safeguarding of classified information, in
accordance with 32 CFR 2001.48 and Appendix 5 to the Manual, Inquiries and
Investigations Concerning Possible Loss, Compromise, or Unauthorized Disclosure of
Classified Information.

(d) assist the Office of Security, M-40, in performing the following services for their
administration or office:

(1) mmplementing the component’s classified information security management
program;

(2) advising their component head on matters related to the classification,
downgrading, declassification, and safeguarding of national security information;

(3) implementing an effective security education program as required by Chapter
11 of the Manual and by 32 CFR 2001.70 and 2001.71;

* Includes oversight authority over all DOT organizations, including any organization with delegated
authority to administer its own classified information program.
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(4) establishing procedures for ensuring that all individuals handling classified
information are properly cleared;

(5) as necessary, ensuring that classification guides and/or declassification guides
for classified plans, programs, and projects are distributed and maintained;

(6) periodically reviewing classified documents that are originally classified by
their component to ensure that classification decisions are appropriate, and ensuring that
documents containing other agencies’ equities are referred to those agencies for review
before the documents are released;

(7) ensuring that declassification reviews of information that is originally
classified by their components are conducted on a regular basis, both of archived
information and of information in current files; prepare declassification plans, or submit
information to M-40 regarding the status of declassification activities of the component;

(8) consistent with operational and statutory requirements, conducting a
continuous review of classified documents in coordination with the component’s Records
Management Officer; and, through declassification, destruction, or retirement of records,
reducing to the extent possible the amount of classified information the component
maintains;

(9) submitting periodic reports as required by 32 CFR 2001.90, Statistical
Reporting, and Chapter 11 of the Manual;

(10) conducting security inspections and spot checks;
(11) assisting and advising the component regarding the access, dissemination,
reproduction, transmission, transportation, safeguarding, and destruction of classified

information;

(12) ensuring that proposed public releases on classified programs are reviewed to
preclude the release of classified information; and

(13) coordinating and resolving classification and declassification problems.

6. Contracting Officers and Contracting Officer’s Technical Representatives shall:

(a) ensure that any contracts that involve classified information meet requirements of
the Department of Defense Manual DoD 5220.22-M, National Industrial Security Program
Operating Manual (NISPOM); and

(b) incorporate appropriate security requirements clauses in a classified contract,
Invitation for Bid (IFB), Request for Proposal (RFP), Request for Quotation (RFQ), or
other solicitation, and provide contractors with the security classification guidance needed
during the performance of the contract. This guidance shall be provided to contractors
through a Contract Security Classification Specification (DD Form 254). The Contract
Security Classification Specification shall identify the specific elements of classified
information involved in the contract that require security protection.
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7. Individuals Who Have Access to Classified Information shall:

(a) protect it from individuals who do not have authorized access to that information,
to include securing it in approved equipment or facilities whenever it is not under the direct
control of an authorized individual,

(b) meet safeguarding requirements prescribed by this Order and the Director of
Security, M-40, and

(c) take initial and annual training as required, including special training if the
individual derivatively classifies information.

8. All Employees and Contractors shall:

(a) learn to recognize classification markings and report any instances where they
believe classified information is not properly managed, and

(b) report suspicious activities or behavior that would put classified information at risk
of exposure.

IX. IMPLEMENTATION: The policies, procedures, and responsibilities set forth in this
Order and its companion manual, DOT Manual 1640.4E, Guide for Managing Classified
Information, and the appendices to the manual are for uniform application throughout
DOT. Any implementing directives created by Secretarial Offices, Heads of Operating
Administrations, Bureaus, and Centers shall meet, and may exceed, the requirements of
this Order, manual, and appendices.

DEPUTY ASSISTANT SECRETARY FOR
ADMINISTRATION:
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